[Tpunoxenue Ne 1

K IIpUKa3y YIpasieHHs 00pa3oBaHus
Anmunuctparun ropoga Kepun PecryOmmku
Kpbim

or 09.01.2017r. Ne 16

ITOJIO’)KEHUE
«TOJIUTUKA B OTHOINEHUHU OBPABOTKU U 3AIIUTHI IEPCOHAJIBHBIX
JAHHBIX YIIPABJIEHUSA OBPA3OBAHUA AIMUHUCTPALIMU I'OPOJA KEPYHN
PECIIYBJIMKHU KPBIM»

1. OBIME NMOJIOKEHUSA

1.1. Tepmunot u onpedenenusn

[lepconanbHuble naHHbIE - Jt00as HMHMOPMAIUSA, OTHOCSINASNCS K MPSAMO HWIM KOCBEHHO
OIpEICIECHHOMY WM OIIpesiesieMoOMY (pU3UUEeCKOMY JIULY (CyOBEKTY NEepCOHAIBHBIX JAHHBIX).

O06paboTKa epcOHANBHBIX JaHHBIX - JTI000€ JIeHCTBHE (OTepanus) Wik COBOKYITHOCTh ACHCTBUIMA
(onepanuii), coBepIIaeMbIX C MCIIOJIB30BAaHHEM CPEACTB aBTOMATH3alMU MM 0€3 MCIIOIb30BaHMS
TaKUX CPEACTB C EPCOHAIBHBIMU TaHHBIMH, BKIIFOUasi cOOp, 3alUCh, CHCTEMATHU3aINI0, HAKOIIJICHHE,
XpaHeHHe, yTouHeHHe (OOHOBJEHHE, W3MEHEHHE), U3BJICUEHHE, MCIOJIb30BaHMUEe, Iepeavy
(pactipocTpaHeHue, MPEIOCTABICHHE, JIOCTYyM), O0O0e3Mu4YMBaHue, OJIOKMPOBAHME, YAAJICHUE,
YHUYTO)KEHHUE NEPCOHANIBHBIX JTaHHBIX.

ABTOMaTH3UpOBaHHAs 00pabOTKa NEPCOHAIBHBIX JaHHBIX — 00pabOTKa MEPCOHATbHBIX ITAHHBIX C
MIOMOILBIO CPEJICTB BBIUMCIUTEIILHOW TEXHUKH.

PaCHpOCTpaHeHI/IC NEpCOHAJIBHBIX JAaHHBIX - I[CflCTBPI?I, HaIllpaBJICHHBIC Ha PaCKPLITUC
MEPCOHANIBHBIX JAHHBIX HCONIPCACICHHOMY KPYT'y JIUII.
HpeIlOCTaBJICHI/Ie NEPCOHAJIBHBIX  OAHHBIX - IIGﬁCTBHSI, HaIllpaBJICHHBIC Ha PACKPBITHEC

IIEPCOHAJIBHBIX JaHHBIX OIIPEIEICHHOMY JIMILY WM OIIPEIEICHHOMY KpPYTY JIULL.

brnokupoBaHue NepcoOHANBHBIX JAHHBIX - BPEMEHHOE IpeKpalleHue o0pabOTKHU MEePCOHATbHBIX
JAHHBIX (32 UCKJIIOYEHUEM CIy4aeB, €cld 0o0paboTka HeoOXoauma JUll YTOUYHEHUS MEePCOHAIBHBIX
JAaHHBIX).

YHUYTOXKEHHE MEPCOHANBHBIX JaHHBIX - JEHCTBUS, B pPE3yJbTaTe€ KOTOPBIX CTaHOBUTCS
HEBO3MOXKHBIM BOCCTAHOBUTH COJIEpYKAaHUE MEPCOHAIBHBIX JAHHBIX B HMH(QOPMAIIMOHHOM cucTeme
NEPCOHAIBHBIX JaHHBIX U (WJIM) B pe3yJbTaTe KOTOPBIX YHHUUYTOXKAIOTCS MaTepHuajbHbIe HOCHUTEIH
IIEPCOHAJIBHBIX JTAHHBIX.

OO0e3nuurBaHue TEPCOHATBHBIX JAHHBIX - JCWCTBUS, B pPE3Y/IbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM 0€3 HCIOJb30BaHUS JOMOJHUTENbHON MH(OpMalUU ONpeAeIuTh MPUHAIIEKHOCTh
NEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY NMEepPCOHAIBHBIX JJAHHBIX.

WNupopmaninoHHasi cucreMa MepcoHaIbHBIX JAHHBIX — COBOKYIHOCThH COJEpXKaluxcs B Oas3ax
JAHHBIX MEPCOHAIBHBIX JAHHBIX U 00ECMeunBaIOUINX UX 00pabOTKY MH(OPMAIIMOHHBIX TEXHOJIOTHIM
U TEXHUYECKUX CPEICTB.

1.2. Haznauenue u npaeoeasn 0CHo6a 00OKymenma

[Tonmutuka VYmnpasiaenuss oOpazoBaHus AjnMuHuctpauuu ropoaa Kepum PecnyOnuku Kpbim
(ranee — YmnpaBineHue o0Opa3oBaHMsA) OIpPENENIeT CUCTEMY B3IJISAOB Ha IMpobiieMy oOecredeHus
0€30MacCHOCTH TMEPCOHANBHBIX JaHHBIX U MpPEJCTaBisieT co00il cHCTeMaTH3MPOBAHHOE HU3JI0KEHUE
Lened M 3a1ad 3alMThl, KaK OJHO WJIM HECKOJIBKO IpaBUi, NMPOLELYp, NPAKTUUYECKUX IPUEMOB U
PYKOBOJISIIMX MPUHIUIIOB B 00J1aCTH MHPOPMALIMOHHOM 0€30MacHOCTH, KOTOPBIMU PYKOBOJCTBYETCS
VYnopasienue o0pa3oBaHUS B CBOEW JAESITEIBbHOCTH, a TAaK)KE€ OCHOBHBIX IMPHUHIIMIIOB IOCTPOCHHS
OpPraHU3aIMOHHBIX, TEXHOJOTMYECKUX U TPOLEAYPHBIX acleKToB obecreyeHuss 0e30ImacHOCTH
MIEPCOHAJIBHBIX JTAHHBIX.

3akoHOAATENbHOM OCHOBOM HacTosuel [lonutuku ABasoTCA:

Koncturynus Poccuiickoit @enepanum,



I'paxxnanckuii, YronoBHbll U TpynoBoOil KOAEKCHI,

®enepanbHblil 3ak0H 0T 27.07.2006 Ne 152-@3 «O nepcoHanbHbIX JaHHBIX),

[Toctanonenne IlpaBurensctBa Poccuiickoit ®Pepepanum ot 01.11.2012 Noy 1119 «OO6
YTBEp)KJIECHUH TPeOOBAHUHN K 3alUTE MEPCOHATBHBIX JAHHBIX IPU UX 00paboTKe B MH(OPMAITHOHHBIX
cucTeMax epCOHANbHbIX JAHHBIX,

[TocranoBnenue IlpaBurensctBa Poccuiickoit ®enepamum ot 27.01.2012 Ne 36 «O6
YTBEp)KACHUM IpaBUaI (GOpMHUpPOBAaHUS M BeleHUA (delepalbHOM HHPOPMALMOHHOM CHCTEMbI
oOecrieyeHrs: TPOBEACHHUS €IUHOI0 TOCYJapCTBEHHOTO »JK3aMeHa U IpHeMa TpaxIaH B
00pa3oBaTeNbHbIE YUPEXKAECHUS CPEAHEro IMpo(ecCHOHAIBLHOrO0 00pa3oBaHUs W 00pa3oBaTelbHbIC
YUPEKACHUSAMHU BBICIIEI0 MPO(PECCHOHANBHOTO 00pa30BaHUs M PETMOHANBHBIX MH()OPMAIMOHHBIX
cHcTeM 00ecIieYeHus POBECHHS €IMHOTO rOCYIapCTBEHHOTO K3aMEeHay,

[Toctanonenne IlpaButensctBa Poccuiickoit ®eneparmu ot 21.03.2012 Ne 211 «O6
YTBEP)KICHHHM TIEpeuHsi Mep, HaANpaBICHHBIX Ha OOecrleyeHne BBINOJIHEHUsI 00s3aHHOCTEH,
npenycMoTpeHHblx  ®DenepanbHbiM  3aKOHOM  «O  MEpPCOHAIBHBIX JAaHHBIX» M HPUHATBIMU B
COOTBETCTBMM C HUM HOPMAaTUMBHBIMM IIPaBOBBIMM aKTaMH, OI€paTOpaMH, SBISIFOIIMMHUCS
rOCYJapCTBEHHBIMHM U MYHUILIMIIAIbHBIMHU OpraHaMu»,

[Tpukaz ®CTOK Poccun ot 05.02.2010 No 58 «OO yTBepKIEeHUU MOJIOKEHUS O METOAAX H
criocofax 3aIuThl MHPOPMAUU U MH(POPMALMOHHBIX CUCTEMAaxX MEPCOHAJIBHBIX AAHHBIX», MHCHMO
®denepanbHOTO areHTCTBa MO oOpazoBanuio oT 29.07.2009 Ne 17-110 « O6 obecrieueHUH 3alUTHI
NEPCOHAIBHBIX JAHHBIXY,

[TocranoBnenue IlpaButenbctBa Poccuiickoir @Penepamuu ot 15.09.2008 Ne 687 «OO0
0COOEHHOCTSIX 00pabOTKM MEPCOHAIBHBIX JAHHBIX, OCYLIECTBISEMON 0€3 HCIOJIIb30BaHUS CPEACTB
aBTOMAaTHU3ALILKY,

[Tonoxenue 1no oOpabOTKe M 3allUTe MEPCOHAIBHBIX JAHHBIX B YIIPaBICHUM OOpa30BaHMS
Anmunuctpauun ropoaa Kepum PecnyOnmkyn KppiM - OpraHu3allMOHHO - pacHopsSAUTENbHBIN
JOKYMEHT, perjJaMeHTUPYIOIINN OpraHu3auio paboT 1o 3amuTe KoHpUAeHMaIbHOH HHPOpMALUU 1
MIEPCOHANIBHBIX JAaHHBIX B YTIPaBICHUH 00pa30BaHusl.

Hcnonb3oBanue nanHoi [ToMuTHKYM B KauecTBE OCHOBBI [l TOCTPOEHUS] KOMILIEKCHON CHCTEMBI
MH(POPMAIIMOHHON OE€30MacHOCTH TEePCOHANBHBIX JaHHBIX YTPaBICHUS OOpa30BaHUS ITO3BOJIUT
ONTUMH3UPOBATh 3aTPATHI HA €€ TIOCTPOCHHUE.

ITpu pa3zpaboTke [10IUTUKN yUUTHIBAIMCH OCHOBHBIE IPUHIIUIIBI CO3/1aHUS KOMIJIEKCHBIX CUCTEM
obecriedeHnss 0e30macHOCTH HMH(OPMAILUHM, XapaKTEPUCTUKU M BO3MOXKHOCTH OpraHU3allMOHHO-
TEXHUYECKUX METOJIOB W COBPEMEHHBIX allllapaTHO - MPOrPaMMHBIX CpPEACTB 3allUThl U
MPOTUBOIEHCTBUS YIpo3aM 0€30MaCHOCTH HH(OPMAIIHH.

OcHoBHble TON0eHUst llomuTukn O0a3upyrOTCS Ha KaueCTBEHHOM OCMBICIEHHUH BOIPOCOB
6e3onmacHOCTH MHGOpPMallMM M HE 3aTparuBalOT BOMPOCOB 3KOHOMUYECKOTIO (KOJIMYECTBEHHOIO)
aHaJIM3a PUCKOB M 00OCHOBaHUS HEOOXOAMMBIX 3aTpaT Ha 3alllUTy UH(pOpMaLUu.

2. OBBEKTHBI 3AIIIUTHI

OCHOBHBIMU OOBEKTAaMH CHUCTEMBI 0O€30MAaCHOCTH NEPCOHAIBHBIX JAaHHBIX B YNpaBIE€HUU
00pa3oBaHUs SABISIOTCS:

- HH(OpPMAaLIMOHHBIE PECYPCHI C OTPAaHUYEHHBIM JIOCTYIIOM, COJIEprKallie epCOHAIbHbIE TaHHBIE;

- Tpolecchl 00pabOTKH MEPCOHATIBHBIX JaHHBIX B MH(OPMAIIMOHHON CHCTEME MEepCOHATIbHBIX
JaHHBIX YTpaBieHus oOpa3oBaHMs, WH(OPMALMOHHBIE TEXHOJIOTUH, PErJIAMEHTHl U MPOLEAYpPbI
cOopa, 00pabOTKH, XpaHEHUs U Nepesadn UH(OpMaIH, IepcoHal pa3paboTUUKOB U MOJIb30BaTENCH
CUCTEMBI U €€ 00CTyKUBAIOLIUI MepCOHAT;

- uHbopMalMOHHAs WHQPACTPYKTYpa, BKIIOYAIOLIas CUCTEMbl OOpabOTKM M  aHajIM3a
nH(pOpMalUY, TEXHUYECKUE U MPOTrPaMMHBIE CpelCTBa ee 00paboTKH, meperayn U OTOOpaKeHus, B
TOM YHCJIe KaHaJIbl HMHPOPMALIMOHHOTO 0OMEHa U TeJIeKOMMYHHUKALIUU, CUCTEMBI M CPEICTBA 3alUThI
nH(popMannu, 0ObEKTHl U MOMEIIEHUS, B KOTOPBIX PACIIONIOKEHbI TEXHUUYECKHE CPECTBA 00pabOTKH
MIEPCOHAJIbHBIX JaHHBIX.

3. HEJIM U 3AJJAYU OBECIHEYEHUSA BE3OITACHOCTHU NEPCOHAJIBHBIX
JAHHBIX
3.1. Humepecul 3ampazusaemvlx cyoveKmog un@opmayuOHHbIX OMHOULEHUIL



CyObexktamMu WH(GOPMAITMOHHBIX OTHOIICHWH TIpH obOecrieueHnHu Oe30MacHOCTH TMEePCOHATBHBIX
TaHHBIX YTIpaBlieHUs] 00pa30BaHUs SBISAIOTCS:

- Ympanenue o0pa3oBaHus, Kak COOCTBEHHUK HH(POPMAIIMOHHBIX PECYpPCOB;

- PYKOBOJCTBO M COTPYIHHKH YTpaBJeHUs 00pa30BaHMs, B COOTBETCTBHH C BO3JI0)KEHHBIMU Ha
HUX QYHKIHUSIMHU;

- yyamuecss  0o0meoOpa3oBaTEeNbHBIX  YUPEKACHUH U BOCIUTAHHUKHA  JIOUIKOJBHBIX
00pa30BaTeNbHbIX YUPEKICHUII;

- rpaxnaHe, oOpamaromuecss B YIpaBiieHHE 00pa3oBaHUs IO BOMNPOCAM, OTHOCAIIMMCS K
KOMITIETEHIMH YTIpaBiieHus 00pa3oBaHusl.

[lepeuncnennbie cyObeKTbl HHGOPMAITMOHHBIX OTHOIICHUN 3aMHTEPECOBAHBI B 00ECTICUEHHH:

- CBOEBPEMEHHOI'0 JOCTYIA K HEOOXOAUMBIM UM IIEPCOHAIBHBIM JAHHBIM (UX JOCTYIHOCTH);

- TOCTOBEPHOCTH (IIOJIHOTBI, TOYHOCTH, aIEKBATHOCTH, [IEJIOCTHOCTH ) MEPCOHATBHBIX JaHHBIX;

- KOH(pHUICHIINATLHOCTH (COXpaHEHHUS B TaifHEe) MEPCOHATBHBIX JAHHBIX;

- 3aIIUTHI OT HABSI3BIBAHUSI UM JIOKHBIX (HEJOCTOBEPHBIX, UCKAXKEHHBIX ) IEPCOHATBHBIX TAHHBIX;

- pasrpaHMYCHHs] OTBETCTBEHHOCTH 32 HApYUICHHWS WX MpaB (MHTEPECOB) M YCTAHOBICHHBIX
paBW1 00pallleHus ¢ IePCOHATBHBIMU JaHHBIMU;

- BO3MOYXHOCTH OCYIIECTBJICHHS HEIPEPHIBHOIO KOHTPOJS M YIPABJICHUS MPOIECCaMU
00paboTKH U Mmepeaavu NepCOHANbHBIX JaHHbIX;

- 3alIUTHI IEPCOHATLHBIX JJAHHBIX OT HE3aKOHHOTO PACIIPOCTPAHECHHUSI.

3.2. Ilenu 3aumgumot

OcCHOBHOM 11€11b10, HAa JJOCTUKEHHE KOTOPOIl HallpaBJIEHbI BCE MOJI0XKEHUs HacTosuei [lonutuku,
SBIIAETCS 3alUTa CYOBEKTOB MH(POPMAIMOHHBIX OTHOIICHUN YTpaBieHus 00pa3oBaHUS OT
BO3MOYKHOTO HAHECEHHs] UM MaTepHalIbHOTO, (DU3MYECKOro, MOPaJbHOIO WJIM HHOro yiuepoa,
MOCPEACTBOM CJIy4YailHOTO MM MPEeIHAMEPEHHOTO BO3JCHCTBUS Ha NEPCOHANBHBIC JaHHBIC, HX
HOCHUTEIH, TPOLECCH 00pabOTKH U TIepeaadH.

VYka3aHHasi 1eNb JOCTUTAETCA IIOCPEACTBOM OOECHEeUeHUsT M MOCTOSHHOTO TMOJACpPKAHUI
CIICAYIOIINX CBOMCTB MEPCOHATBHBIX JAHHBIX:

- JIOCTYITHOCTH TEpPCOHANBHBIX JaHHBIX Ui JIerajJbHBIX I[OJIb30BaTeieil (ycToNYMBOrO
(GyHKIMOHUPOBAaHUST HMH(DOPMAIIMOHHBIX CHUCTEM YTIpaBJICHUS OOpa3oBaHHs, NpPU KOTOPOM
MOJIb30BAaTEIN HMEIOT BO3MOXXHOCTh TIOMYyYEHUS HEOOXOAMMBIX TEPCOHANBHBIX JAHHBIX U
pe3yIbTATOB PEIICHHS 3a/1a4 33 IPUEMIIEMOE ISl HUX BpeMsi);

- 1EJOCTHOCTHM M AayTEeHTUYHOCTH (HOATBEpXKICHHE aBTOPCTBA) IE€PCOHAIBHBIX JaHHBIX,
XpaHUMBIX M oOpabaThiBaéMbIX B HMH(POPMAIMOHHBIX CHCTEMax YIpaBieHUs oOpa3oBaHUsS U
nepeaaBaeMoii Mo KaHaaM CBSI3H;

- KOH(HIECHIIMATHLHOCTH - COXPAHEHUS B TailHE OIPENEIIEHHOW YacTH MEPCOHAJIBHBIX IAHHBIX,
XpaHUMBIX, 00pabaThIBAEMBIX U ME€pPeJaBaeMbIX M0 KaHaJIaM CBSI3H.

HeoOxoauMeblii ypoBeHB TOCTYITHOCTH, HEJIOCTHOCTH M KOH(MACHIIMAILHOCTH TEPCOHAIBHBIX
JAHHBIX OOECIEeYMBAETCS COOTBETCTBYIOIIMMHM MHOXXECTBY 3HAUMMbIX YIPO3 METOJaMH MU
CpeAcTBaMH.

3.3. OcHnognvie 3a0auu cucmemol 00ecneyenus 0e30nacHOCmU NEPCOHAIbHBIX OAHHBIX

Jnist mOCTHKEHUST OCHOBHOM IIENTM 3alIUTHI U O0ECIICUEeHUs] YKa3aHHBIX CBOMCTB MEPCOHAIBHBIX
JAHHBIX cUcTeMa olecreyeHns NHPOPMALMOHHONW 6e30MacHOCTH YTpaBjeHus: 00pa3oBaHMs JOJKHA
oOecrieunBaTh YPPEKTUBHOE PEIICHUE CICTYIONINX 3a/1a4:

- CBOEBPEMEHHOE BBISIBJICHHE, OLIEHKA U MIPOTHO3UPOBAHUE HCTOUHUKOB YIPO3 HHPOPMALMOHHOM
0€30MacHOCTH, TMPWYMH W YCJIOBHH, CIIOCOOCTBYIOIIMX HAHECEHWIO yIepOda 3anHTEePECOBAHHBIM
cyObekTaM HH(GOPMAIMOHHBIX OTHOUICHWH, HApYLIIEHUIO HOPMAIbHOTO (YHKIMOHUPOBAHHS
MH(POPMAIIMOHHBIX CHCTEM Y TIpaBIleHHsI 00pa30BaHuUs;

- CO37[aHHE MEXaHU3Ma ONEPAaTUBHOI'O PEarHpoOBaHUS HA Yrpo3bl 0€30MacCHOCTH MHPOPMALUU U
HEeTaTUBHBIC TCHICHIINY;

- CO3[JaHM€ YCIIOBHMM /51 MUHUMM3ALMU U JIOKAJM3aIlM1 HAHOCUMOTO yIiep6a HenmpaBOMEPHBIMH
IEUCTBUSMHI (DU3MUYECKUX W IOPHIUYECKUX JIHI, OCJIAa0JICHNEe HEraTUBHOTO BIMSHUS M JTMKBHIAIHS
MOCJIEe/ICTBUM HapyleHHst 6€301MacHOCTH HH(pOopMaIH;



- 3allUTy OT BMeENIaTeNbCTBa B Ipolecc (YHKIMOHHUPOBAHUS HWHGOPMAIMOHHBIX CHCTEM
VYnpaBienuss 00pa3oBaHUs TOCTOPOHHHMX JIHII (IOCTYN K HMH(OPMAIMOHHBIM pecypcaM JOJKHBI
MMETh TOJBKO 3apPETUCTPUPOBAHHBIE B YCTAHOBICHHOM MOPSIKE MOJIb30BATENH );

- pa3rpaHUYeHUE JIOCTYyIa NOJIb30BaTeNel K MHPOPMAITMOHHBIM, alapaTHBIM, IIPOTPAMMHBIM H
UHBIM pecypcaM YrpaBieHus oOpa3oBaHHs (BO3MOXKHOCTb JOCTYyNa TOJBKO K TEM pecypcaMm U
BBITOJIHEHUS TOJIBKO TEX ONepanuidl ¢ HUMH, KOTOpble HEOOX0IMMbI KOHKPETHBIM MOJIB30BATEISIM IS
BBITIOJTHEHUSI CBOUX CIY>KEOHBIX OOS3aHHOCTEH), TO €CTh 3alIUTy OT HECAHKI[MOHWPOBAHHOTO
JIOCTYTIA;

- obecrieueHne ayTeHTH(PHUKAUU MOJIb30BaTeNIel, yJacTBYIOIIUX B HH(OpPMALMOHHOM OOMEHe
(moaTBEepkKACHHUE MOATUHHOCTH OTIIPABUTENS U MOTydaTesns nHGOopMalun);

- 3aIIUTYy OT HECAHKIHMOHUPOBAHHON MOAM(PUKALHNKA HCHOJIB3YEMBIX B HH(OPMAIIMOHHBIX
cucteMax YIpaBieHUs OO0pa30BaHUS NPOrPAMMHBIX CPEACTB, a TaKXKe 3allUTy CHCTEMbI OT
BHEJPEHUS HECAaHKLIMOHUPOBAHHBIX IPOTrPaMM, BKIIOUasi KOMIIBIOTEPHBIE BUPYCHI;

- 3amuUTy UHGOPMAIUU OIPAaHUYCHHOTO MOJb30BAHUS OT YTEUKH 10 TEXHUYECKUM KaHalaM MpH
ee 00paboTKe, XpaHEHUH U NIepeiaye 1Mo KaHajlaM CBS3H.

3.4. Ocnoenvie nymu peuwienus 3a0a4 cCucmemul 3auiumal

ITocTaBneHHBIE OCHOBHBIE LIE€H 3AIMUTHI U PEIICHNE IEPEYNCICHHBIX BBIILIE 337a4 JOCTUTAlOTC:

- CTPOTUM YY€TOM BCEeX MOJUISKAIINX 3allUTe PeCypcoB HH(DOPMAIMOHHBIX CUCTEM Y TIpaBIICHUS
oOpa3oBanus (MHPOpPMALIUMK, 33024, TOKYyMEHTOB, KaHAJIOB CBSI3M, CEPBEPOB, aBTOMATHU3UPOBAHHBIX
pabouux MecT);

- )KypHaJIMpPOBaHUEM JEHCTBUI MEpCOHANIA, OCYILECTBISIONIET0 O0CTYKUBAHUE U MOAUPHUKALIUIO
MPOrPaMMHBIX U TEXHUYECKUX CPENICTB MH(OPMAIIMOHHBIX CUCTEM;

- TOJHOTOM, pealbHOM  BBIIOJHUMOCTBIO M  HENPOTUBOPEUYMBOCTBIO  TpeOOBaHUM
OpraHHU3allMOHHO-PACTIOPSAUTENbHBIX JOKYMEHTOB YIpaBlieHHuss oOpa3oBaHHs IO BOIpPOCaM
obecriedeHrs: 6€30MacHOCTH HH(POPMALINH;

- Ha3HAUYCHHUEM JIOJDKHOCTHBIX IUI[ B O0pa30BaTeNbHBIX YUPEKICHHUSIX, OTBETCTBEHHBIX 3a
OpPTraHU3aIMI0 ¥ OCYIIECTBICHHE IPAKTHUYECKUX MEPONPUATHI 1O oOecreyeHnto Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX U TMPOILIECCOB UX OOpabOTKH, a TakKe KOHTPOJIb 3a UX JACSITEIbHOCTHIO B
JTAHHOM HalpaBJICHUH,

- HaJeJCHHEeM KaXJIOTO COTpPYyIHHKA (MOJb30BATENsl) MHUHUMAIBHO HEOOXOJAUMBIMHU IS
BBIMIOJIHEHUSI WM CBOMX ()YHKIMOHAJIBHBIX OOS3aHHOCTEH IOJIHOMOYHMSMH IO JOCTYIy K
MH(OPMAIMOHHBIM pecypcaM YIpaBieHHst 00pa30BaHus;

- YETKUM 3HAHUEM U CTPOTHM COOJIIOICHUEM BCEMHM MOJIb30BaTEIIMU MHPOPMAIIMOHHBIX CHCTEM
VYnpaBienuss o0pa3oBaHMs TpeOOBaHUNH OPraHU3ALMOHHO - PACHOPSAUTENBHBIX JIOKYMEHTOB IIO
BOIIpocaM oOecreueHus: 6e30MacHOCTH HH(OPMALINK;

- IIEPCOHAJIBHON OTBETCTBEHHOCTBIO 3@ CBOM JEHCTBHS KaXJOrO0 COTPYJHHUKA, B paMKax CBOMX
(YHKIIMOHAJIBHBIX 00A3aHHOCTEH MMEIOIIEro JOCTYN K MH(POPMAIMOHHBIM pecypcaMm Y TpaBiIeHUs
o0pa3oBaHMUs;

- HENpephIBHBIM  MOJJEpXKAaHUEM HEOOXOIMMOrO0 YPOBHS  3alUIIEHHOCTH 3JEMEHTOB
MHGOPMALMOHHOM cpeibl YTpaBieHus: 00pa3oBaHMs;

- NpUMEHEHHEM (QU3NYECKUX M TEXHUYECKHUX (MpOrpaMMHO-aNNapaTHbIX) CPEICTB 3alIUThI
PECYPCOB CUCTEMBI M HEMPEPHIBHON aJIMUHUCTPATUBHON MOJAEPKKON UX UCIOJIb30BAHNUS;

- 3¢ (eKTUBHBIM KOHTPOJIEM HaJ COOJIIOJIEHUEM IOJIb30BATENIIMU HMH(OPMALIMOHHBIX PECYPCOB
VYnpasnenus o0pa3zoBaHus TpeOOBaHUN O 0OecTIedeHHIO O€30MacHOCTH HH(OPMAIINH;

- IOPUIMYECKON 3allUTONM WHTEPEeCOB YIpaBlieHHWs OOpa30BaHMUsI TPH B3aUMOJCHCTBUU C
BHEITHUMH OpPTaHU3AIUSIMHU (CBSI3aHHOM ¢ 0OMEHOM MEePCOHATBHBIMU JTaHHBIMH) OT MPOTUBOIIPABHBIX
JNEWCTBUM, KaK CO CTOPOHBI 3THUX OpraHU3aluii, TaK U OT HECAHKIWOHUPOBAHHBIX JIEUCTBUU
00CITy>KUBAIOIIET0 IEPCOHANA U TPETHUX JIUII.

4. OCHOBHBIE MTPUHIUIIBI ITIOCTPOEHUS CUCTEMbI BE3OITACHOCTH
HNEPCOHAJIBHBIX TAHHBIX

[Toctpoenue cuctembl, oOecnedeHuss OE€30MacHOCTH TNEPCOHANBHBIX MJAaHHBIX Y IpPaBICHUS
o0pa3oBaHus, U €e PYHKIMOHUPOBAHHUE JOJDKHBI OCYIIECTBISATHCS B COOTBETCTBUU CO CIIETYIOLUIMMHU
OCHOBHBIMH MPUHITATIAMH



- 3aKOHHOCT;

- CUCTEMHOCTB;

- KOMIUJIEKCHOCTb;

- HEIIPEPBIBHOCTB;

- CBOEBPEMEHHOCTb;

- IPEEMCTBEHHOCTh M HENIPEPHIBHOCTH COBEPILICHCTBOBAHMUS;

- pa3yMHasl TOCTaTOYHOCTh (3KOHOMHYECKas 11e1eco00pa3HOCTD);

- IEpCOHaJIbHAasi OTBETCTBEHHOCTB;

- MUHUMU3A1Us TIOJITHOMOYUH;

- HCKJIIOUEHUE KOH(IIMKTAa HHTEPECOB;

- B3aUMO/JICHICTBUE U COTPYAHUUYECTBO;

- THOKOCTh CUCTEMBI 3alUThI;

- OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aILUTHI;

- IPOCTOTA MPUMEHEHHUSI CPEJICTB 3ALUTHI;

- 000CHOBaHHOCTb M TEXHUYECKAsl PEAIU3YEMOCTD;

- crienuanu3anys 1 npodeccuoHaiusm;

- 00513aTEILHOCTb KOHTPOJISL.

4.1. 3akonnocmo

[IpeanonaraeTr OCyIIeCTBICHHUE 3aAIUTHBIX MEPONPUATUNA U pa3pabOTKy CUCTEMBbI O€30MaCHOCTH
MEePCOHANBHBIX JAHHBIX  YTMpaBJIeHHEM O0pa30BaHHUS B COOTBETCTBUU C  JCHCTBYIOIIUM
3aKOHOAATEIbCTBOM B 00JACTH 3alllUThl IEPCOHANBHBIX JAaHHBIX, & TAKXKE JPYTrUX 3aKOHOAATEIbHBIX
akToB 1o Oe3omacHoctd wuHGopmanuu PO, ¢ mnpuMeHeHHMEM BceX JI03BOJCHHBIX METOJIOB
OOHapyKEHHs ¥ TIPEeCEUEHUs MTPABOHAPYIICHUN NPH padoTe ¢ MEPCOHAIBHBIMU JTaHHBIMH. [IpUHSTHIC
Mepbl  OE30MaCHOCTH  MEPCOHAJIbHBIX JAHHBIX HE  JOJDKHBI  MPEMSITCTBOBAaTh  JOCTYILY
[IPAaBOOXPAHUTENbHBIX ~OPraHOB B  IMPEAYCMOTPEHHBIX 3aKOHOJATEIbCTBOM  ciydasx. Bce
M0JIb30BaTeIN MH(GOPMALIMOHHBIX CUCTEM YTpaBleHUsI 00pa30BaHuUs JOJDKHBI UMETh MPEACTaBICHUE
00 OTBETCTBEHHOCTH 3a MPABOHAPYIIECHUS B 001acTH 00pabOTKH MEPCOHAIBHBIX JaHHBIX.

4.2. Cucmemnocmso

CHCTeMHBIH MOAXO0/] K IIOCTPOSHUIO CHCTEMBI 3alIUTHI HH(OPMAIK B YTIpaBIeHUN 00pa30BaHUs
MpeJIoiaraeT y4eT BCeX B3aMMOCBS3aHHBIX, B3aWMOJCUCTBYIOMIMX W HM3MEHSIOIIUXCS BO BPEMEHU
3JIEMEHTOB, YCJIOBUM U (DaKTOPOB, 3HAUUMBIX JJIsl IOHUMaHUS U pelleHus: npoOaemMbl oOecrneyeHus
0€30IaCHOCTH NEPCOHAIBHBIX JTaHHBIX.

[Tpu co3gaHMM CUCTEMBI 3aIIMTHI JOJKHBI YUUTHIBAThCS BCE cialOble W HauOosiee ys3BUMBIE
MecTa HMH(OPMAIIMOHHBIX CHCTeM YIpaBlIeHUs OOpa3oBaHMs, a TaKXKe XapakTep, BO3MOXKHBIE
OOBEKTHl WM  HamNpaBJICHWs] aTaKk Ha HEe CO CTOPOHBI  HapymwurTened  (0COOEHHO
BBICOKOKBTU(DUIIMPOBAHHBIX 3IOYMBINUIEHHUKOB). CHUCTEMa 3alllUThl JOJHKHA CTPOUTHCS C YUETOM
HE TOJBKO BCEX M3BECTHBIX KaHAJIOB IPOHUKHOBEHUS W HECAHKIMOHUPOBAHHOTO JOCTYyNa K
uH(pOpMaILUY, HO U C Y4€TOM BO3MOKHOCTH

MOSIBJICHUS TPUHIIMITHAIBLHO HOBBIX MyTEH peanusanuu yrpo3 0€301macHOCTH.

4.3. Komnaexcnocmso

KommiekcHOoe HMCHOIb30BaHUE METOJNOB M CPEICTB  3aAIMTHl  KOMIBIOTEPHBIX CHCTEM
IIPEIoaracT COIVIACOBAHHOE IPUMEHEHHE PA3HOPOIHBIX CPEICTB IPU IOCTPOECHUH LEIOCTHOU
CUCTEMBI 3alUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE (3HAUMMBIE) KaHAJIbl peaIu3aluu yrpo3 U He
cojiepKaliei crabbIX MECT Ha CThIKaX OTAEIbHBIX €€ KOMIIOHEHTOB. 3alluTa JIOJKHA CTPOUTHCS
SIIETIOHMpOBaHO. BHemHss 3amura JgokHa oOecneduBaTrbesl  (U3MUECKUMHU  CPEICTBAMU,
OpraHMU3aIMOHHBIMH U TIPABOBBIMH MEpPaMHU.

4.4. Henpepuvignocmso 3auiumaol

ObecnieueHne  0€30MACHOCTH  HEPCOHANBHBIX  JIAHHBIX -  MPOIECC,  OCYIIECTBISIEMBbIH
PYKOBOJCTBOM YTpaBiieHHs oOpa3oBaHMs, aJMHHHCTpaTOpamMH O0e30MacHOCTH HH(GOPMAIMOHHBIX
CUCTEM U COTPYAHMKAaMHU BCEX YPOBHEH. JTO HE TOJIBKO M HE CTOJBKO MPOLEAYypa WIHA IOJUTHKA,
KOTOpasi OCYIIECTBIISIETCS B OINpPENEICHHbI OTPE30K BPEMEHU HJIM COBOKYITHOCTb CPEJCTB 3alIUTHI,
CKOJIBKO TIpOLIECC, KOTOPBIM [JOJDKEH IOCTOSIHHO HATH HAa BCEX YPOBHAX BHYTPH YIIpaBJICHUS
o0pa30BaHMs U KaKIblii COTPYIHUK YIIpaBieHUs 00pa30BaHUS JOJKEH NPUHHUMATh y4acTHE B 9TOM
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nporecce. JlesrenbHOCTh TIO0 oOecrieueHn0 MHGOPMAITMOHHOW O€30MacHOCTH SIBISIETCS COCTAaBHOU
YacThIO TTOBCEIHEBHOU JESITENbHOCTH YTpaBieHus oOpasoBanus. M ee 3(eKTUBHOCTh 3aBHCUT OT
y4acTHsl pyKOBOJCTBa YTpaBjieHHUs oOpa3oBaHHs B oOecriedeHUH MHEGOPMAIIMOHHONW 0€301acHOCTH
MEePCOHAITBHBIX JTaHHBIX.

Kpome Toro, 607apIMIMHCTBY (PU3NYECKMX M TEXHUYECKHUX CPEACTB 3aIIUTHI s 3()PEeKTUBHOTO
BEITIOJTHEHUST CBOMX (YHKIUH HEoOXOJuMa TOCTOSIHHAs OpraHu3aldOHHAs (aJIMUHUCTPATHBHAS)
MojAJep>KKa (CBOEBpPEMEHHAash CMeHa M o0ecreueHue MPaBUILHOTO XpaHEHHs] U MPUMEHEHHs] UMEH,
napoJsiei, nepeonpeaeneHue MoJHOMOYHMM U T.11.).

[lepepriBbl B paboTe CPEACTB 3alIUTHI MOTYT OBITh HCIIOJIb30BAHBI 3JIOYMBIIUICHHUKAMU IS
aHaJlM3a MPUMEHSIEMbIX METOJIOB U CPECTB 3alllUTHI, AJIsl BHEAPEHUS CIICIUAIBHBIX MPOTPAMMHBIX U
anmnapaTHbIX "3aKJIa0K" U IPYTrUX CPEJCTB MPEOI0JICHUS 3aIUTHI.

4.5. Ceoespemennocmo

[Ipenmonaraer ymnpexmawMUid XapakTep Mep oOecrnedeHus O€30MaCHOCTH IEePCOHATBHBIX
JAHHBIX, TO €CTh MOCTAHOBKY 3a/1a4 M0 KOMIUIEKCHOH 3alllUTe MMEePCOHAIbHBIX JAHHBIX U PeaTn3aliio
Mep oOecriedeHuss 0€30MacHOCTHM TIEPCOHANBHBIX JaHHBIX HA PAaHHUX CTagusX pa3paboTKu
MH(OPMALIMOHHBIX CUCTEM B IIEJIOM U UX CHUCTEM 3alUThl, B YaCTHOCTH.

Pa3zpaboTka crcTeMbl 3alIUTHI JI0JKHA BECTUCH TTApaLIeIbHO ¢ pa3paboTKOM U pa3BUTHEM CaMOM
3amunaeMoil nHGOPMALIMOHHONW CHCTEMbI. JTO MO3BOJUT y4ecTh TpeOoBaHUs 0€30MacHOCTU TMPHU
MIPOSKTHPOBAHUH APXUTEKTYPHI H, B KOHEYHOM CYeTe, co37aTh Ooiiee 3G (eKTUBHBIE (KaK IO 3aTpaTam
PECYPCOB, TaK U MO CTOMKOCTH) CUCTEMBI, 00JIaAat0IINe JOCTATOYHBIM YPOBHEM 3aIIUILIEHHOCTH.

4.6. Ilpeemcmeennocms u cogepuieHcmeosanue

[Ipenmonaraet MOCTOSHHOE COBEPILICHCTBOBAHUE MEP U CPEJICTB 3alUThI IEPCOHATBHBIX JAaHHBIX
Ha OCHOBE IPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX M TEXHUYCCKHX PEIICHHH, KaJPOBOTO COCTaBa,
aHanm3a (PyHKUMOHUPOBAHUS MH(POPMAIMOHHBIX CHUCTEM YTIpaBieHHUS OOpa30BaHUS U CHUCTEMBI €e
3alUTBI C YY4€TOM HM3MEHEHHH B METOJaX M CpEACTBaX IepexBara WH(GOpMAIMH, HOPMATHUBHBIX
TpeOOBaHUH MO 3alIUTe, JOCTUTHYTOTO OTEUECTBEHHOTO U 3apy0exHOTr0 OMbITa B 3TOM 00IacTy.

4.7. Pazymnan oocmamoynocmsy (IKOHOMUYUECKASA Ue1eCO00PA3ZHOCHIb)

[Ipenmonaraer COOTBETCTBHE YpPOBHS 3aTpaT Ha obOecriedyeHHe OE30MACHOCTH IMEePCOHATbHBIX
JAHHBIX 1EHHOCTH WH()OPMAIIMOHHBIX PECypCOB W BEIMYMHE BO3MOXKHOTO yimepda oOT Hx
pasruialieHus], yTpaThl, yT€UKU, YHUYTOXKEHUS U UCKAKEHUS.

Hcnons3yembie MEpBI B CpelcTBa obOecreueHrus 0e301acHOCTH WH()OPMAIIMOHHBIX PECYPCOB HE
JOJHKHBI 3aMETHO YXY/IIaTh )PTOHOMUYECKHE MOKa3aTenn paboThl KOMIOHEHTOB MH()OPMAIIMOHHBIX
cucteM YmpamieHuss oOpazoBaHus. M3numiHue Mepbsl 0€30MaCHOCTH, MOMHUMO 3KOHOMHYECKOM
HedP(HEeKTUBHOCTH, MPUBOJIAT K YTOMIICHHUIO U Pa3IpaKEHUIO MTepCOHAaA.

Co3nath aOCOJIOTHO HEMPEOAOTUMYIO CHCTEMY 3alllUThl MPUHIMIHAIBLHO HEBO3MOXHO. [Toka
MepPCOHANbHBIE JTaHHBIE HAXOAATCA B OOpAIleHHH, MPUHUMAEMbIE MEPHI MOTYT TOJIBKO CHHU3UTh
BEPOSTHOCTh HETATUBHBIX BO3JACHCTBHIA MM YIIEpO OT HUX, HO HE MCKIIOYUTH WX MOJHOCTHIO. [Ipn
JIOCTaTOYHOM KOJIMYECTBE BPEMEHH U CPEACTB BO3MOXKHO MPEOAONIEeTh N0y 3amuTy. [loaTomy
UMEET CMBICI pPacCMaTpUBaTh HEKOTOPHIH TPUEMIIEMBIH YPOBEHb oOOecredeHHsl Oe30MacHOCTH.
BricokorpexTrBHAS cUCTeMa 3allUThl CTOUT IOPOTO, UCIIONB3YeT MPH padoTe CYHIECTBEHHYIO YacTh
PECYpCcoOB M MOXKET CO3/aBaTh OIIYTUMBIC JIOMOJIHUTEIbHBIE HEYM00CTBA TOJIb30BaTENsIM. BaxHO
MPaBWJIBHO BBIOpaTh TOT JTOCTATOYHBIM YpOBEHb 3alIUTHI, IPU KOTOPOM 3aTpaThl, PUCK U pa3Mep
BO3MOJKHOTO yiiepOa ObLTi Obl TPUEMIIEMBIMU.

4.8. llepconanvnan omeemcmeeHHoCmb

[Ipeamonaraer BO3JI0’)KEHHE OTBETCTBEHHOCTH 3a OOECTedYeHHE O€30MacHOCTH IMEePCOHATBHBIX
JaHHBIX W CHUCTEMBI MX OOpabOTKM Ha KaXJOTO COTPYAHHMKA B TpeJelax ero moiHomouuii. B
COOTBETCTBHHM C 3TUM IPUHITUIIOM PACIPENICIICHHE TPaB U 00S3aHHOCTEH COTPYIHHKOB CTPOUTCS
TakuM 00pa3oM, 4TOObI B ciiyyae J000r0 HapyIIeHHs KPYr BUHOBHUKOB ObLIT YETKO M3BECTECH HIIU
CBEJICH K MUHHMYMY.

4.9. Munumuszauyus noaHOMOUUTL

O3HayaeT MPeIOCTaBIICHUE ITOJIb30BATEISIM MHUHHUMAIBHBIX IPaB JIOCTyIa B COOTBETCTBHH CO
CIIy’)ke0HOM HeoOX0IMMOCThIO. JlocTyn K MepCOHaNbHBIM JAaHHBIM JOJDKEH MPEIOCTABIATHCS TOIBKO



B TOM CiIy4ae U oObEMe, €CIM 3TO HEOOXOJUMO COTPYAHUKY JJIS BBIMOJHEHHUS €ro JOKHOCTHBIX
00513aHHOCTEH.

4.10. Hcxknrouenue konghaukma unmepecos (pazoenenue ynkyuit)

DddexTuBHas cuctemMa oOecrneueHUs: HHPOPMAIMOHHOW OE30MACHOCTH MPEAIONIAraeT 4YeTKOe
pazzesienrne 00sS3aHHOCTEH COTPYTHUKOB M HCKIIOYEHHE CUTYyallui, Korjga cdepa OTBETCTBEHHOCTH
COTPYIHUKOB JOMYyCKaeT KOH(MIUKT uHTepecoB. Cdepbl MOTCHIHATBHBIX KOH(MIMKTOB IOJKHBI
BBISBJISITHCS, MHUHHUMHU3MPOBATHCS, W HAXOAMUTHCS IO CTPOTMM HE3aBHCHUMBIM KOHTPOJIEM.
Peanuzaiust gaHHOrO mNpUHLMINA MPEANOJIaraeT, 4YTO HU OJHUH COTPYJHUK HE [OJDKEH HMETh
MIOJIHOMOYUH, MO3BOJIAIOIINX €MY €JUHOJUYHO OCYILIECTBJISAThH BBIOJHEHUE KPUTUYHBIX OMNEpaluil.
Hagenenue coTpyAHMKOB TIOJHOMOYHUSMH, MOPOXKAAOIMMUMUA KOH(IUKT HHTEPECOB, HAET €My
BO3MOXXHOCTh IIO/ITACOBBIBATh HH(OPMAIMIO B KOPBICTHBIX MENSX WX C TEM, YTOOBI CKPHITH
npo0JieMbl WM TOHECEHHbIe YOBITKH. JIJi CHI)KEHHS pHUCKAa MaHUITYJIMPOBAHUS MEPCOHAIbHBIMU
JAHHBIMU U PUCKA XUIICHHSI, TAKKE MTOJTHOMOYHS JOJHKHBI B MAKCHMAJIbHO BO3MOXHOW CTEIIEHU OBITh
pa3zesieHbl MeXAy pa3jiMuHbIMH COTPYIHUKAMU WM MOJpa3ieieHUsIMH YIIpaBiIeHUsS 0Opa30oBaHMUS.
Heo0xoauMo TPOBOIUTH NEPUOIUYECKHE TPOBEPKH OOS3aHHOCTEW, (DYHKIMA W JeATETbHOCTH
COTPYJIHHUKOB, BBIMOJHSAIOMINX KIIOUYEBble (YHKIMH, C TeM, YTOObl OHM HE HMEId BO3MO>KHOCTH
CKpBIBaTh COBEpILICHHE HENPaBOMEpHBIX JeicTBHil. Kpome Toro, HeoOXOAMMO NPUHUMATH
CHelHalbHbIE MEPHI MO0 HEJOMYIICHUIO CTOBOPA MEXKIY COTPYIHUKAMHU.

4.11. B3aumooeiicmeue u compyoHu4ecmeo

[Ipenmonaraer co3ganue OJaronpuaTHON aTMOc(epbl B KOJJICKTUBE YTpaBlieHUsT 00pa3oBaHUs.
B Takoil 0OCTaHOBKE COTPYIHUKH JOJIKHBI OCO3HAHHO COOJIOJaTh YCTAHOBJIEHHBIE IIpaBWiIa U
OKa3bIBaTh COACMCTBHE JEATEILHOCTH aJMUHHCTPATOPOB 0€30MacHOCTH MH(GOPMALMOHHBIX CHUCTEM
MEPCOHAJIbHBIX TAHHBIX.

BaxupiM 3memenToM 3¢ ¢dekTuBHONH cucTeMbl oOecredeHHuss Oe30MacCHOCTH IMePCOHATbHBIX
JaHHBIX YTpaBIeHHEM O0pa30BaHMs SBISIETCS BBICOKas KyJabTypa paboThl ¢ uH(pOpMamuei.
PykoBonicTBO YmpaBneHusi 00pa3oBaHUs HECET OTBETCTBEHHOCTh 38 CTPOrO€ COOIOICHUE ITHUECKUX
HOPM U CTaHAAPTOB MPO(PECCHOHATHHON NEATEIBHOCTH, MOTYCPKUBAIOIICH W JAEMOHCTPHPYIOIICH
MEPCOHATY Ha BCEX YPOBHSIX BaXKHOCTh oOecreueHus: HHPOPMAIMOHHOMN 06e30MacHOCTH YTIpaBIeHUEM
obpasoBanus. Bee corpyanuku YnpasieHus 00pa3oBaHus TOJKHBI IOHUMATh CBOIO POJIb B IPOIECCE
obecnieuenrs HHGHOPMALIMOHHON OE30MaCHOCTH U MPUHUMATH Y4acTHE B 3TOM IMpoIiecce.

Hecmotpst Ha TO, YTO BBICOKAas KyJibTypa oOecriedeHus: MH(PpOpMarmoHHOKW Oe30macHOCTH He
rapaHTUPYET aBTOMATHYECKOTO TOCTIKEHUS IeNel, e OTCYTCTBHE CO3JaeT OOJbIle BO3MOXKHOCTEH
JUIs HapylIleHHsl 0€3011aCHOCTH WK He OOHapyKeHHsI (PaKTOB €€ HapyIICHHUS.

4.12. I'ub6xocmsb cucmemvl 3auiunpl

Cucrema obecriedueHusi HHOOPMALIMOHHON 0€30IaCHOCTH JOJIKHA OBITh CIIOCOOHA pearupoBaTth
HAa WM3MEHEHMs] BHEIIHEH cpelbl W YCIOBUN OCYIIECTBJICHHs YTpaBieHHeM oOpa3oBaHHsS CBOEH
NEATEIIbHOCTU. B 4nCio Takux N3MEHEHU BXOIAT:

- I3MEHEHUS OPTaHU3AIMOHHON U MITATHON CTPYKTYpHl YTIpaBlieHUs: 00pa3oBaHUS;

- W3MEHEHHE CYIIECTBYIOIIMX WM BHEIPEHUE TNPUHIMITHAIBHO HOBBIX HH(POPMAIIMOHHBIX
CHUCTEM,;

- HOBbIE TEXHUUYECKHUE CPEJICTBA.

CBoWiCTBO THOKOCTH CHCTEMBI 0OecriedeHus] HHPOPMAITMOHHOM 0e30MacHOCTH U30aBIseT B TAKUX
CUTYyaIUsIX OT HEOOXOIUMOCTH MPUHATUS KapAUHAIBHBIX MEp IO MOJTHOW 3aMEHE CPEJICTB U METOJIOB
3aIUThl HA HOBBIE, YTO CHUKAET €€ OOIIYI0 CTOMMOCTb.

4.13. Omkpotmocmp anzopummos u MexaHu3mos 3auiumaol

CyTb NPUHLHKIA OTKPBITOCTU AJITOPUTMOB U MEXAHU3MOB 3aIIUTHl COCTOUT B TOM, YTO 3alIUTa HE
JOJKHA O0ECTeunBaThCs TOJNBKO 3a CYET CEKPETHOCTH CTPYKTYPHOM OpraHH3aliil U ajlrOpuTMOB
(GYHKITMOHUPOBAHMS €€ TOJCUCTEM. 3HAHWE aJNTOPUTMOB PabOTHI CUCTEMBI 3allUThI HE JOKHO
JaBaTh BO3MOKHOCTH €€ MPeoJI0JIeHUs (Jake aBTopaM). ITO, OJJHAKO, HE O3HAYAET, UTO HHPOpMAIUL
00 UCTIONB3YEeMBIX CHCTEMaX U MEeXaHH3MaX 3allUThl JOJHKHA OBITH OOIIETOCTYITHA.

4.14. Ilpocmoma npumenenus cpeocma 3auiunol

MexaHu3Mbl W METOJBI 3alIUTHl JOJKHBI OBITh WHTYUTHUBHO TOHSTHBI W TIPOCTHI B
UCIoJIb30BaHUU. [IpuMeHeHne cpelcTB U METO/OB 3allUThl HE JOKHO OBITh CBA3aHO CO 3HAHHUEM
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CHEIHAJIbHBIX SI3bIKOB WJIM C BHIMOJIHEHUEM JEUCTBUN, TPEOYIOIIMX 3HAYUTENbHBIX TOMOIHUTEIbHBIX
TpyAO3aTpaT MpH OOBIYHOW paboTe 3aperucCTPUPOBAHHBIX IOJIb30BaTENICH, a TakKe HE TOJDKHO
TpeOOBaTh OT MOJIL30BATEINS BHIIIOJHEHUS! PYTHHHBIX MAJIOTIOHSATHBIX €MY OIepariyii.

4.15. Obocnosannocms u mexHuuecKas peaiu3yemocms

HNupopmalinoHHble TEXHOJIOTUH, TEXHUYECKHUE M TMPOTpaMMHbBIE CPEICTBA, CPEACTBA M MEpHI
3alIUTHl TEPCOHAIBHBIX JAHHBIX JOJDKHBI OBITH PEaNNM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAayKH M TEXHUKHU, OOOCHOBAHBI C TOYKH 3PEHMsS JTOCTHKEHUS 33aJaHHOIO YPOBHSA 0€30MacHOCTH
uHbOpMAlUM M HKOHOMHUYECKOH IEJIeCOO0pa3HOCTH, a TaKKe JIOJDKHBI COOTBETCTBOBAThH
YCTaHOBJICHHBIM HOpMaM M TpeOOBaHUAM IO 0€30IaCHOCTH NMEPCOHAIBHBIX JaHHbBIX.

4.16. Cneyuanuzayus u npogheccuonanum

[Ipeamnonaraer npuBieueHHE K pa3pabOTKe CPEACTB U Pealu3aluy Mep 3alIUThl MEePCOHAIBHBIX
JAHHBIX CIEMUAIU3UPOBAHHBIX OpraHu3alui, HamOojee MOATOTOBICHHBIX K KOHKPETHOMY BHIY
JESATENbHOCTH MO OOECIeYeHHI0 0e30MacHOCTH WH(GOPMAIMOHHBIX PECYpCOB, HMEIOIIUX OIBIT
MIPAKTUYECKONH pabOoThl M TOCYIapCTBEHHYIO JIMIIEH3UIO HA MPaBO OKa3aHMs yCIAYr B ATOW 00JIacTH.
Peanuzanus agMUHHCTPAaTUBHBIX MEP M AKCIUTyaTallMsl CPEICTB 3alIUThl JOJDKHA OCYILECTBIIATHCS
npodeccuoHaNbHO MOATOTOBIECHHBIMU CHEIHAIMCTAMH Y TIpaBiIeHUs] 00pa30BaHusl.

4.17. Oba3amenvnocms KOHMPOJIA

[Ipenmonaraer 00s3aTeNbHOCT M CBOEBPEMEHHOCTh BBISABICHUS M MPECEUEHUS IOIMBITOK
HapyIIEHHs YCTAaHOBIICHHBIX MTPAaBHJI, 0OecrieueHus: 0€30IacHOCTH MEPCOHATBHBIX JAHHBIX, HA OCHOBE
UCIOJIb3YEMBIX CHUCTEM M CPEICTB 3alllUThl MEPCOHANbHBIX JaHHBIX, MPU COBEPILIEHCTBOBAHUU
KPUTEPHEB U METOAOB OLIEHKH 2(PPEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTposb 3a 1esTenbHOCThIO JTF000T0 MOJIb30BaTENs, KaXKI0T0 CPEACTBA 3aIUTHl U B OTHOLLICHUU
J000r0 00BEKTa 3aIIUTHI JI0JKEH OCYIIECTBISATHCS HA OCHOBE IIPUMEHEHHUS CPEICTB ONEPaTHUBHOIO
KOHTPOJSl M PErucTpallid M JIOJDKEH OXBaThlBaTh KaK HECAHKIIMOHUPOBAHHBIE, TaK U
CaHKIIMOHUPOBAHHbIE IEHCTBUS [10JIb30BATENIEH.

Kpome Toro, sddextuBHas cucrema obecrieueHuss WHGOPMAIMOHHON Oe30MacHOCTU TpedyeT
HAIMYMS aJeKBaTHOH H BceoObemuonieldd WHGOpMAMM O TEKYIIEM COCTOSHUHU IIPOIECCOB,
CBSI3aHHBIX C JBI)KEHHEM HMH(OpMalMMU U CBEACHUN O COONIOJCHUHM YCTAaHOBJICHHBIX HOPMATHBHBIX
TpeOOBaHUH, a TAK)Ke JOMOIHUTEIHLHON HHPOPMALIUK, UMEIOIIEH OTHOIIEHHE K MPUHATHIO PELICHUN.
Nudopmanus nomxHa ObITh HAZECKHOM, CBOEBPEMEHHOM, TOCTYITHOM U MPABUIBHO 0()OPMIICHHOM.

Henocratku  cucrembl  obecrieueHusi  MHGOPMAIIMOHHONH  O€30MacHOCTH,  BBIABICHHBIC
COTPY/ZHUKaMHU YTIpaBleHUS OOpa3oBaHMs JIOJDKHBI HEMEAJICHHO JOBOJUTHCS [0 CBEACHUS
pyKoBOAUTENS YIpaBlieHHUs 00pa30BaHUs U ONEPATUBHO YCTPaHAThCA. Bompockl, KOTOpble KaxyTcs
HE3HAUUTENIbHBIMU, KOIJIa OTJENbHbIE INPOLECCHl  PacCMaTPUBAIOTCS  M3OJUPOBAHHO, IPH
pPacCMOTpPEHMH HMX HapsAy C JAPYTMMHU aclleKTaMHd MOTYT yKa3aTb Ha OTpULIATElIbHbIE TEHACHIINH,
rpo3siilye nepepacTy B KPYIHbIE HEAOCTATKH, €CJIM OHU He OyJyT CBOEBPEMEHHO YCTPAHEHHBI.

5. MEPbI, METO/Ibl U CPEACTBA OBECIIEYEHUSI TPEBYEMOI'O YPOBHS
SAIIUTHBI THOPOPMAIIMOHHBIX PECYPCOB

5.1. Meput obecneuenus ungpopmayuonnoi 6e3onacnocmu

Bce Mmepbl obecnieueHuss 6e30macHOCTH MHGOPMALMOHHBIX CUCTEM YIIpaBieHHs OOpa30BaHUS
MO/IPa3eINIAIOTCS Ha:

- IPaBOBBIE (3aKOHO/IATENIbHBIE);

- MOPaJIbHO-3TUYECKHUE;

- TEXHOJIOTHYECKUE;

- OpraHu3alMoOHHbIE (aIMUHUCTPATUBHBIE);

- (huznyeckue;

- TEXHUUYECKHeE (anmapaTypHble U IPOrpaMMHbIE).

5.1.1. 3akoHonaTeNbHBIE (IPABOBBIC) MEPHI 3AIIUTHI

K npaBoBbIM Mepam 3aluThl OTHOCATCS JEHCTBYIONINE B CTpaHe 3aKOHBI, YKa3bl 1 HOPMATHUBHbIE
aKThl, PETJIAMEHTHPYIOIINE MTpaBUiia OOpalIeHUs ¢ IEPCOHATBHBIMH JaHHBIMH, 3aKPEIUIAIOINE MTPaBa
U O00S3aHHOCTH YYaCTHUKOB HWH(GOPMAIMOHHBIX OTHOIIEHMH B TIipoliecce HX 00paboTku U
UCMOJb30BaHUS, @ TaKXKe YCTAHABIMBAIOIIME OTBETCTBEHHOCTh 3a HAPYIIEHHUS ATUX MPaBUIL.
[IpaBoBble Mepbl 3alIUTHl HOCAT B OCHOBHOM YHPEXIAOMIMHA, MpOo(UIaKTUYECKH XapakTep M
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TpeOyIOT OCTOSTHHON Pa3bsiCHUTENBbHOM pabOThI € MOJIB30BATEISIMU M 00CITY>KUBAIOIIUM IEPCOHAIOM
MH(POPMALIMOHHBIX CHCTEM YTpaBieHUs 00pa30BaHusl.

5.1.2. MopanbHO-3THYECKUE MEPHI 3aIIUTHI

K MopanbHO-3THUYECKHMM MepaM OTHOCSTCS HOPMBI TIOBEACHHUS, KOTOpBIE TPAJAULMOHHO
CIIOKWJIMCh WJIM CKJIQJbIBAIOTCS 1O MEpe paclpocTpaHeHHs] HH(MOPMAILMOHHBIX TEXHOJOTUH B
obmiecTBe. DTH HOPMBI OOJBIICH YACThIO HE SIBISIOTCA OO0S3aTENbHBIMHU, KaK 3aKOHOJATEIBHO
YTBEPKACHHbIE HOPMATHBHBIE aKTbI, OJAHAKO, WX HECOONIOIEHHE MOXKET NPHUBECTH K MaJICHUIO
aBTOPUTETA, IPECTIIKA YEJIIOBEKA, TPYIIIbI JUI WIK YTpaBiIeHus: 00pa3oBaHus B 11eJI0M. MopaibHO-
ATHUYECKHE HOPMBI OBIBAIOT KAaK HEMHCAHbIe, TaK U MUCAHbIE, TO €CTh O(QOPMIICHHBIE B HEKOTOPBII
cBox (ycTaB) MpaBuUid WIM HOpeanucaHuii. MopanbHO-3TUYECKHE MEpPbl 3allUThl  SIBISIOTCS
npoGUIAKTHIECKUMH B TPEOYIOT OCTOSIHHON PabOThI IO CO3AAHMIO 3JOPOBOTO MOPATBHOTO KIIMMaTa
B KOJUIEKTHBE.

5.1.3. TexHOIOTHYECKUE MEPHI 3aIUTHI

K nannomy BuIy Mep 3alIUThl OTHOCSITCSI Pa3HOTO POJIa TEXHOJOTUYECKUE PEIICHUs U MPUEMBI,
OCHOBAHHBIEC Ha UCIOJIH30BAHNU HEKOTOPHIX BUJOB M30BITOYHOCTH (CTPYKTYPHOM, (PyHKIIMOHAIBHOM,
nH(OPMAaLIMOHHON, BpEMEHHO! U T.I.) U HAIPaBJIEHHbIE HA YMEHbIIEHUE BO3MOKHOCTH COBEPILICHUS
COTPYZHUKAaMH OIMIMOOK U HAPYIICHHUH B paMKax MPEIOCTABICHHBIX UM IIPaB U MOJTHOMOYHA.

5.1.4. Opranu3zanuonsble (aAMUHUCTPATUBHBIC) MEPHI 3AIIUTHI

Opranu3anvoHHbIe (aMHUHHUCTPATUBHBIE) MEphI 3aIIUTBI - 3TO MEPHl OPraHU3ALHUOHHOTO
XapakTepa, perIaMeHTUPYIOLIUE MPOLECChl (PYHKIIMOHUPOBAHUS CUCTEMbI 00paOOTKH MEePCOHATBHBIX
TAHHBIX, WCIOJIB30BAHUE €€ PECYpCOB, IESITEIBHOCTh OOCITYKHBAIOIIEro IEpCOHANA, a TaKXkKe
MOPSAIOK B3aWMOJEWUCTBUS IOJIb30BATENCH C CHCTEMOM TakuM 00pa3oM, 4ToObl B HauOoiblIeit
CTETIEHH 3aTPyIHUTh MM MCKIIOYHTH BO3MOXKHOCTH PEaJH3allMy yrpo3 0€30MMacHOCTH WM CHHU3HUTH
pa3Mep MoTeph B CIydae UX peaan3auu.

5.2. @opmuposanue norumuku 6e3onacHocmu

['maBHas 1enb AAMHUHHCTPATHBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICIIEM YIPaBIEHYECKOM
ypOBHE - c(hopMUpPOBaTH MOJUTHKY B 00JacTH obecredeHus: 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX
(OTpaskarolyr0 MOIXO0/IbI K 3alIUTE MEPCOHANBHBIX JAHHBIX) U OOECIIEUUTh €€ BHITIOJTHEHHUE, BB
HEOO0XOAUMBIE PECYPCHI M KOHTPOIIUPYS COCTOSTHHUE JIEIT.

C mpakTu4ecKkoi TOUKH 3peHUs MOJMTUKY B 00acTu obecriedeHnst 0€30MacHOCTH MEePCOHATBHBIX
TaHHBIX B YTIpaBlieHHH 00pa30BaHUs IeJIeco00pa3Ho pa3douTh Ha JBa ypoBHA. K BepxHEMY ypOBHIO
OTHOCATCSl PELICHUs PYKOBOJCTBA, 3aTparvBarolllie JIesTeIbHOCTh YIPaBJIeHHs 00pa3oBaHUs B
nenoM. [lonmuTruka BepXHETo ypOBHS JTOJDKHA YETKO OYEPTHTH Cepy BIUSHUS U OTPAHUYCHUS TPH
OIpe/ieJIeHU 1iesiell  0e30MacHOCTH TEPCOHANbHBIX JAHHBIX, OINpPENeNUTh KaKUMH pPecypcamu
(MaTepuaNbHbIe, CTPYKTYPHBIC, OpTaHW3allMOHHBIE) OHU OYAYT ITOCTUTHYTHI, W HAaWTH pa3yMHBIH
KOMIIPOMHUCC MEX1Y MPUEMIIEMBIM YPOBHEM 0€30MaCHOCTH U (DYHKIIMOHAJIBHOCTBIO.

[TonuTHKa HUKHETO YPOBHS, ONIPENENSICT MPOIETyPHI, ¥ TIPaBUIIa JOCTIKEHUS eNIeH 1 peleHus
3aJja4 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX U ACTANU3UPYET (periaMeHTHPYET) 3TH MpaBuiIa:

- KaKOBBI POJIM W OOSI3aHHOCTH JIOJDKHOCTHBIX JIMI, OTBEYAIOIIWE 3a TPOBEJICHHUE MOJUTHKH
0€30IaCHOCTH MEPCOHAIbHBIX JAHHBIX;

- KTO UMEET IpaBa JOCTYIa K TIEPCOHAITBHBIM JaHHBIM, KTO U TIPH KaKUX YCIOBHAX MOYKET YATATh
U MOAM(DULIMPOBATH IEPCOHATIbHBIE TaHHBIE U T.JI.

[TonuTHKa HUYKHETO YPOBHS JIOJDKHA:

- TIpeaycMaTpuBaTh PEryiaMEeHT WH()OPMAIMOHHBIX OTHOIICHUH, UCKIIOYAIOIIUX BO3MOXHOCTH
MPOU3BOJILHBIX,  MOHOIOJNBHBIX  WJIM  HECAHKIMOHMPOBAHHBIX  JCHCTBHA B  OTHOIICHUH
MH(POPMAIIMOHHBIX PECYPCOB;

- ONpPEENATh KOAUTUIIMOHHBIE U WepapXUYeCKUe MPHHIUIBI U METOJBI Pa3/IeNICHHs] CEKPETOB H
pasrpaHUYeHHsl TOCTyTa K TePCOHATLHBIM JTaHHBIM;

- BBIOMpaTh NIpOrpaMMHO-TEXHHUYECKHE (ammapatHble) cpeactBa mnportuBoaericteus HC/,
ayTeHTU(UKALUY, aBTOPU3AIUH, UICHTUPUKAIIUU U TPYTUX

3alIUTHBIX MEXaHU3MOB, OOECTCUMBAIOMINX TapaHTUU pPEATH3alUU TPaB M OTBETCTBEHHOCTH
CyObEKTOB MH()OPMAITMOHHBIX OTHOIIEHUH.

5.3. Pecnamenmauyus oocmyna 6 nomeuieHus



KomnoneHnTsl MH(OpPMALMOHHBIX CUCTEM YIpaBiieHUs O0pa30BaHMs JOKHBI pa3MelIaThCsl B
MOMEIICHUAX, HAXOAALIMXCS TOJ OXpaHOW WM HAOIIOACHUEM, HCKIIOYAIOIUM BO3MOXHOCTb
OECKOHTPOJBLHOTO TMPOHUKHOBEHHS B TIOMEHICHHS] TOCTOPOHHHUX JIMIl M 00ecleyrBaOUIM
(U3NIECKYI0 COXPAaHHOCTh HAXOSAIIMXCS B TOMEIICHUH 3alIMIAaeMbIX PECypcoB (JOKyMeHTOB, APM
U T.1.). YOOpKa Takux MOMEUICHHH JODKHA MPOU3BOJAUTHCS B MPUCYTCTBHUM OTBETCTBEHHOI'O
COTPY/IHHUKA, 32 KOTOPHIM 3aKpEIUICHbI JaHHbIE KOMIIOHEHTHI, C COOIOIEHUEM MEp, MCKIIOYAIOIIUX
JOCTYII MOCTOPOHHUX JIUI] K 3alUIIIaeMbIM HH()OPMALIMOHHBIM PECYpCaM.

Bo Bpems 00paboTKH MEpCOHATBHBIX JAHHBIX B TAKUX MOMEIICHUSX JOJDKEH NMPUCYTCTBOBAThH
TOJIBKO MIEPCOHA, AOMYIIEHHBIH K paboTe ¢ MepcoHaTbHBIMU JaHHBIMHU.

3ampemiaercss MpUEeM TIOCETUTENEd B TMOMENICHMSIX, KOrja ocyllecTBisercs o0paboTka
MEPCOHAIBHBIX JAHHBIX.

[Io oxoHuaHuum paboyero [AHS, NOMELICHUS, B KOTOPBIX Pa3MELIAIOTCS KOMIIOHEHTHI
MH(POPMALIMOHHBIX CUCTEM YTIpaBJICHUS 0Opa30oBaHMsA, 3aIHMPAIOTCS Ha KIOY. 37aHHe YTpaBIICHUS
00pa30BaHMs OXPAHSAETCS YaCTHBIM OXPaHHBIM IPEIIPUITHEM.

5.4. Pecnamenmavua 0onycka compyoHuKo8 K UCnoib308aHUI0 UHGOPMAUUOHHBIX Pecypcos

B pamkax paspemmurenbHOW CUCTEMbI (MATPUIlbl) AOCTYIA YCTaHABIMBAETCS: KTO, KOMY, KaKylo
MH(OPMALIHIO U TSl KAKOTO BU/IA JOCTYIA MOXKET MPEJAOCTABUTH U MPH KAKUX YCIOBHSIX.

Jomnyck nonp3oBareneii k padore ¢ ”HGOPMAIMOHHBIMHI CHCTEMaMu Y IpaBlieHUs] 00pa3oBaHus U
JIOCTYI K €€ pecypcaM JOJDKEH OBITh CTPOTo periiaMeHTHpoBaH. JI10Oble M3MEHEHHs cOCTaBa H
MOJIHOMOYHH MOJIb30BaTeNel MOJCUCTEM JOJKHBI TPOU3BOIUTHCS YCTAHOBICHHBIM MOPSIKOM.

YpoBeHb TOTHOMOYHMHA KaKJOTO IOJIb30BATENsl ONPENENSIeTCS WHAWBHIYAIbHO, COONIONAS
cleayroue TpeOoBaHus:

- KXl COTPYIHUK TOJB3YETCS TOJBKO MPEANMCAHHBIMH €My IpaBaMH IO OTHOIICHHIO K
MIEPCOHANBHBIM JTAHHBIM, C KOTOPBIMU €My HeoOxoauma paboTa B COOTBETCTBUHU C JOJKHOCTHBIMHU
o0si3aHHOCTSAMH. PacmpeHue mnpaB [I0CTylma ¥ IPEJOCTaBICHHE JOCTyNa K JIONOJHHUTEIbHBIM
MH(QOPMALIMOHHBIX ~ pecypcaM, B  00s3aTelbHOM TOPSAKE, JOJKHO  COTJIACOBBIBATHCA  C
aJIMUHUCTPATOPOM 0€30MacHOCTH HH(POPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JaHHBIX;

- HayalbHUK YTpaBiieHus oOpa3oBaHHs HMEET MpaBa Ha MPOCMOTP HH(GOPMALUK CBOUX
MOJYMHEHHBIX TOJBKO B YCTAHOBJICHHBIX IpEJENiaX B COOTBETCTBUU CO CBOMMH JOJDKHOCTHBIMHU
00513aHHOCTSIMHU.

Bce corpynnuku YmpamieHus oOpa3oBaHHs W OOCTY)KHBAIOIIUN IEPCOHAN, IOJDKHBI HECTH
NEPCOHAJbHYI0  OTBETCTBEHHOCTh 34  HApYIIEHUS  YCTAHOBJIEHHOTO TOpsJKa  0O0paboTKH
MEPCOHANBHBIX JAaHHBIX, IMPAaBHJ XPAHEHHS, HWCIOIB30BAHUS M TEpeJadyd HaXOAALIMXCS B HX
pacropsKeHUH 3alllUIIaeMbIX pecypcoB cucTeMbl. Kaxaplii coTpyaHuk (Ipu npHeMe Ha paboTy)
JOJDKEH TIOJNUCHIBATH 0053aTeNbCTBO O COOMIOJEHMM U OTBETCTBEHHOCTH 3a HapylleHUE
YCTaHOBJICHHBIX TPEOOBAHM [0 COXPaHEHHIO MEPCOHANIBHBIX JTaHHBIX YTpaBlIeHUs] 00pa30BaHMUA.

OO0paboTKa MepcOHATBHBIX TAaHHBIX B KOMIIOHEHTaX HH(OPMAIMOHHBIX CHCTEM YTIPaBIICHUS
00pa3oBaHMs JOJDKHA IPOU3BOAMUTHCS B COOTBETCTBUM C YTBEP)KACHHBIMHU TEXHOJOTHUECKUMHU
WHCTPYKIUSMHU.

5.5. Peznamenmayus npoyeccoe O00CAYHCUBAHUA U OCYULECMEIEHUA MOOUPUKayuu
Annapamuvix U RPOZPAMMHbBIX Pecypcos

B nenax mojzaepikaHus pexxuMa MHPOPMALMOHHOM 0€30MacHOCTH amMapaTHO - MporpaMMHast
KOH(UTypalusi aBTOMaTU3UPOBAaHHBIX pabO4YMX MECT COTPYIHUKOB YTpaBleHUs 00pa3oBaHUs, C
KOTOPBIX BO3MOXKEH JOCTYI K pecypcaM MH()OPMAIIMOHHBIX CUCTEM, JOJKHA COOTBETCTBOBATH KPYTY
BO3JIO’KEHHBIX Ha JAHHBIX MOJb30BaTeNel (PyHKIIMOHATBHBIX 00S3aHHOCTEH.

B koMmnoHeHTax MH(OPMALMOHHBIX CHUCTEM M Ha pabouumx MecTax IOJb30BaTeIe IOJIKHbI
YCTaHABJIMBATHCS M UCTIOIB30BATHCS JIUIICH3HOHHBIE TPOTPAaMMHEIE CPEICTBA.

5.6. Obecneuenue u koHmponsv uzuveckoil yearocmuocmu (HeusmeHHOCmU KoHguzypauuu)
annapamuvlx pecypcos

Ob6opynoBanre HWHGOPMALMOHHBIX CHCTEM, HCIOJIb3yeMOe s JOCTyHa M XpaHEHHs
MEPCOHANBHBIX JIAHHBIX, K KOTOPOMY JOCTYNl OOCIYKMBAIOILErO IEepcoHaia B IpoLecce
HKCIUTyaTalK He TpedyeTcs, NociIe HAJIaJ0YHbIX, PEMOHTHBIX U HHBIX padoT, CBA3aHHBIX C JOCTYIIOM
K €ro KOMITOHEHTaM JIOJDKHO 3aKPBIBAThCS.
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5.7. Iloo6op u noozomoeka nepconana, ooyuenue nov3oeameneil

[Tonp3oBarenu MHGOPMALMOHHBIX CHCTEM YTIpaBJIEHUS 00pa30BaHUA, a TAKXKE PYKOBOISAIIUN U
00CITyKMBAIOIINI MepcoHaN JOKHBI ObITh 03HAKOMJIEHBI CO CBOMM YPOBHEM IOJTHOMOYHWH, a TaKkKe
OpPraHu3alMOHHO-PACIIOPAIUTENIBHOM,  HOPMATUBHOM, TEXHMYECKOM M AKCIUIyaTal[MOHHOMU
JOKYMEHTAIMel, ompeaensiomeil TpeOoBaHUS U TOPAIOK O0OpabOTKM MEPCOHANBHBIX JTAHHBIX
VYnpasienuem o0pa3oBaHuUs.

ObecneueHne 0€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX BO3MOXKHO TOJIBKO TMOCJIE BBIPAOOTKU Yy
MOJIb30BaTENIeH ONpPEAeNICHHON KyIbTYPhl padOTHL, T.€. HOPM, 00A3aTeNbHBIX I UCIIOJHEHUS BCEMH,
KTO paboTaer ¢ nH(GOPMaLIMOHHBIMU pecypcaMu Y1pasieHust oOpa3oBanus. K Takum HopMaM MOKHO
OTHECTH 3allpellleHue JIOObIX YMBIIUICEHHBIX WM HEYMBIIJICHHBIX JEUCTBUN, KOTOPbIE HAPYIIAIOT
HOpMaJIbHYI0 pabOTy KOMIIOHEHTOB HMH(OPMAIIMOHHBIX CHUCTEM YIpaBleHHsS 00pa3oBaHus,
BBI3BIBAIOT  JIOMOJHUTENbHBIE 3aTpaThl PECypcoB, HapyIIAlOT LEJIOCTHOCTh XPaHUMOW U
oOpabarbiBaeMoil MH(OpMAIMK, HAPYIIAIOT MHTEPECHl 3aKOHHBIX I0JIb30BATENCH, BIa/lENbLEB WIH
COOCTBEHHUKOB.

Bce monb3oBarenu HMHGOPMAIMOHHBIX CHCTEM YTpaBiIeHHS OOpa30BaHUS JIOJDKHBI OBITh
O3HAaKOMJIEHbI C OPraHM3allIOHHO - PACHOPAIUTENbHBIMU JIOKYMEHTaMU IO 00eCleueHHUI0
0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX YTIPaBICHUS 00pa30BaHMs, B YACTH, UX KACAIOIICHCs, TOIDKHBI
3HAaThb U HEYKOCHHUTENIHHO BBINOIHATH MHCTPYKIIMM U 3HATh 0OIIME O0S3aHHOCTH MO 00ECTIeYEHHIO
0€30MacHOCTH TEPCOHAIBHBIX JTaHHBIX. JloBenaeHne TpeOoBaHMI YKa3aHHBIX JOKYMEHTOB 0 JIHII,
JIOTMYIIEHHBIX K 00pa0OTKe 3allMIAeMbIX MEPCOHATBHBIX aHHBIX, OJKHO OCYIIECTBISTHCS IO
POCIIUCE.

5.8. Omeemcmeennocmo 3a HapywieHus yCMAHOB1EHHO20 NOPAOKA NOIb306AHUSA PeCypCamu
uHgopmayuonnvix cucmem Ynpaenenus oopazoeanus

Mepa OTBETCTBEHHOCTH MEpPCOHANA 3a JCUCTBUSA, COBEPIICHHBIC B HAPYIICHHE YCTAHOBJICHHBIX
npaBui oOecriedyeHus 0e30macHOW pabOThl C MEPCOHATBHBIMU JAHHBIMH, JIOJDKHA OIPEIeNAThCS
HAHECEHHBIM YIIepOOM, HAJIMYUEM 3JI0T0 YMBICIA M JpYrUMH (pakTopamMu IO YCMOTPEHHIO
PYKOBOJCTBa YTpaBieHHs 00pa30BaHuUs.

s peanuzanuy MpUHIIMIIA MEPCOHAIBHON OTBETCTBEHHOCTHU MOJIb30BATENEH 32 CBOU JACHCTBHS
HEOOXO/IUMBI:

- UHIUBUIYyalbHas UJIEHTU(UKALKS MOJb30BaTeNe U WHUIMHUPOBAHHBIX MMM IPOIIECCOB, T.€.
ycraHoBieHHe 3a HuMH wuiaeHtudukaropa (login, Username), Ha 0a3e KoTOoporo Oyxaer
OCYILECTBIATHCS pa3rpaHUYEHHEe JOCTYIa B COOTBETCTBUU C IPUHLUIIOM 00OCHOBAaHHOCTHU JOCTYIIa;

- MPOBEpKa MOAJIMHHOCTH TI0JIb30BaTeNeH (ayTeHTU(UKAIMSI) HA OCHOBE MapoJIeH;

- peaxius Ha MOMBITKH HECAHKIIMOHUPOBAHHOTO JIOCTyNa (CUTHATM3a1Hs, OJIOKUPOBKA U T.1.).

5.9. Cpeocmea obecneuenusn dezonacnocmu nepcoHaAIbHBIX OAHHBIX

s obecriedennss MHPOPMALIMOHHOW O€30MaCHOCTH YTpaBlIeHHEM 00pa30BaHUs UCIOJIb3YIOTCS
CJIEYIOIME CPECTBA 3AIIUTHI:

- (hu3NYecKHe CPeCTBa;

- TEXHUUYECKHE CPEJICTBA;

- cpencTBa UACHTU(PHUKAIIMY U ayTeHTU(UKAIIMK MTOJIb30BaTeNeH;

- CpelCTBa pa3rpaHUYEHUs JOCTYTIA;

- cpeicTBa 00eCTeueHHs U KOHTPOJISI LIEIIOCTHOCTH;

- CpelICTBA ONEPAaTUBHOTO KOHTPOJIS M pErUCTpaly COObITHI 0€3011acHOCTH.

CpenctBa 3alUThl JOJDKHBI TPUMEHSATHCS KO BCEM pecypcaM HH(OPMAIMOHHBIX CHCTEM
VYnpasnenus o0pa3zoBaHusl, HE3aBUCUMO OT UX BHJa M (OPMBI ITpeICTaBICHUs] HHPOPMAIUHU B HUX.

5.9.1. ®dusnyeckue cpencTBa 3auUThI

O®uznyeckue Mepbl 3alUThl OCHOBAaHbl Ha MPUMEHEHMHM pPa3HOIO pojia MEXaHHYECKUX,
AJIEKTPOHHBIX WM  DJIEKTPOHHO-MEXAHUYECKUX  YCTPOMCTB M COOPYKEHMM, CHEHuaIbHO
MpeAHa3HAYEHHBIX NI CO3aHus (PU3NUECKUX MPEMATCTBUA Ha BO3MOKHBIX MYTAX MPOHUKHOBEHUS H
JOCTYIa MOTEHIMAIbHBIX HApPYIIUTENEH K KOMIIOHEHTAM CHUCTEMbI U 3aIMIIAEMbIM ME€PCOHAIbHBIM
JaHHBIM, a TakXK€ TEeXHMYECKUX CpPEJICTB BHU3YaJbHOTO HAOMIOJEHUS, CBA3M M OXPaHHOU
CUTHAJIU3AIUH.

11



Hns  obecrieuenuss (¢uznueckoi 0€30MacHOCTH KOMIIOHEHTOB HH(OPMAIMOHHBIX CHUCTEM
VYnpasienuto 00pa3oBaHUS HEOOXOIMMO OCYIIECTBIIATH PsIi OPTaHU3AIMOHHBIX U TEXHUYECKUX
MEPOTIPUSITHI, BKIIOYAIOIIMX: MPOBEPKY OOOPYyIOBaHMS, NPEIHA3HAYEHHOTO JUIsi 00paboTKH
NEPCOHAIBHBIX JAHHBIX, HA!

- HUINYME CIeLMalbHO BHEPEHHBIX 3aKJIaHbIX YCTPOICTB;

- BBEJICHHE JIOTIOJHUTEIBHBIX OTPaHUYEHHH M0 JJOCTYIY B TOMEIICHUS,

IpeHa3HAYCHHbIE [l XpaHEHUs 1 00pabOTKH NEPCOHATIBHBIX JAHHBIX;

- 00opyaoBaHuE cUCTEM MH(GOPMATHU3ALNU YCTPOWCTBAMH 3aLIUTHI OT COOEB AIIEKTPOINHUTAHUS U
IIOMEX B JIMHUAX CBA3H.

5.9.2. TexHu4ecKre CpeIcTBa 3aIUThI

Texuuueckue (amnmapaTHO-IPOTPaMMHBIE) Mephl 3aIlUTHl OCHOBaHBI Ha HCIIOJIb30BAaHUH
Pa3IUYHBIX 3JIEKTPOHHBIX YCTPOWCTB M CHELUAIBHBIX IPOrpaMM U BBIIOJIHSIIOMHUX (CAMOCTOSITEIBHO
WIA B KOMIUIEKCE C IPYTMMHU CPEACTBAMH) (PYHKLIUHU 3AIUTH (MACHTU(DUKAINIO U ayTEHTHU(PHUKAIHIIO
[10JIb30BaTENIeH, pasrpaHUdYeHue AOCTyIa K pecypcaM, perucTpaluio coObITul, Kpuntorpapuieckoe
3aKpbITHE HH()OPMAIUH U T.11.).

C ydyerom Bcex TpeOOBaHHMM M NMPUHLMIOB o0ecredyeHns: 0€30IacHOCTH MEePCOHAIbHBIX JaHHBIX
10 BCEM HAIpaBJICHUSAM 3aIUTHl B COCTaB CHCTEMBI 3aIIUTHI TOJKHBI OBITh BKIIFOUYEHBI CIETYIOLINE
cpexacTBa:

- CpPEICTBA pa3TpaHUYCHUs JOCTYIA K JaHHBIM;

- CpPEICTBAa PErUCTPaALMM JOCTYyNAa K KOMIIOHEHTaM HH(MOPMALMOHHBIX CHUCTEM M KOHTPOJS 3a
HCI0JIb30BaHUEM MH(POpMALUH;

- CPEJICTBA pearupoBaHUs Ha HapyLIEHUs peKUMa HHPOPMALMOHHONW O€30MacHOCTH.

Ha TexHuueckue cpecTBa 3alliUThl BO3JIAraeTcsl pelIEHUE CAEAYIOIUX OCHOBHBIX 3a/1a4:

- uaeHTU(UKaus U ayTeHTU(UKaLUs MOJIb30BaTeNel MpHU MOMOIIM MMEH WIM ClelHUalbHBIX
anrmapaTHbIX CPEJICTB,;

- perylaMeHTalusi M yIpaBlieHHE AOCTYIOM IOJb30BaTeNeld B MOMELICHMS, K (U3NYECKUM U
JIOTUYECKUM YCTPOMCTBAM;

- 3allUTa OT IPOHUKHOBEHHUS KOMIIBIOTEPHBIX BHPYCOB U Pa3pyLIUTEIBHOIO BO3AEHCTBUS
BPEIIOHOCHBIX MTPOTPaMM;

- peructpanus Bcex NeHCTBUI MOJIb30BaTelNs B 3AIUMIIEHHOM JXYpHaie, HaJlM4he HECKOJIbKUX
YPOBHEW PErUCTPaLINH;

- 3alllUTa JAAHHBIX CHCTEMBbI 3alllUThl Ha (HAaHIIOBOM cepBepe OT JIOCTYyIa MOJb30BaTeNlel, B UbH
JOJKHOCTHBIE 003aHHOCTH HE BXOJIUT paboTa ¢ HHPOpMAIH, HAXOIALIEHCS Ha HEM.

5.9.3. CpeacrBa ueHTH(GUKALNY U ayTeHTU(PUKALIUN TTOIb30BaTeNIei

B mensx mnpemoTBpamieHuss paboTel ¢ pecypcamMu HH(POPMAIMOHHBIX CHUCTEM YTIpaBIICHUS
00pa3oBaHMs MOCTOPOHHHUX JMIl HEOOXOAMMO OOECIEeYUTh BO3MOXKHOCTh PACIO3HABAaHUS Ka)JIOro
JIETAIHOTO TIOJIh30BaTeNst (MM TPYII mosb3oBateneit). s naeHTuuKaum MOTyT PUMEHSATHCS
Pa3IUYHOrO poJia YCTPOMCTBA: MATHUTHBIE KAPTOUKH, KIIFOUH, KJIFOUEBbIe BCTABKHU, TUCKETHI U T.II.

AyteHtudukanuss  (IOATBEp)KICHUE  NOJUIMHHOCTH)  TOJb30BaTeIed  TaKKE  MOXKET
OCYILECTBIATHCS:

- IIyTeM IPOBEPKH HATHYHS Y TIOJIH30BaTENEeH KaKMX-JINOO CIEeHaTbHBIX YCTPOHUCTB (MarHUTHBIX
KapTOo4YeK, KIIH04el, KIIFOUeBBIX BCTAaBOK U T.1.);

- TyTeM MPOBEPKH 3HAHUS UMH MapOJIeH;

- TMyTeM TPOBEPKH YHUKAJIbHBIX (DU3MYECKHX XapaKTepUCTUK U TapaMeTpoB CaMHUX
MOJTb30BATENICH MTPU TIOMOIITH CIIEITHATEHBIX OMOMETPUIECKUX YCTPOHCTB.

5.9.4. CpencrBa pazrpaHuueHHs JOCTyIa

30HBI OTBETCTBEHHOCTH W 33]1a4W KOHKPETHBIX TEXHHUECKUX CPEJICTB 3AIIUTHI YCTAHABITHMBAIOTCS
UCXO0/I U3 UX BO3MOXKHOCTEH M HKCIUTyaTaIllMOHHBIX XapaKTEPUCTHK, OMMCAHHBIX B IOKYMEHTALIMU Ha
JaHHbBIE CPEJICTBA.

TexHuueckue CpeacTBa pasrpaHUYEHUs] JOCTYIMAa JODKHBI MO BO3MOXKHOCTU OBITH COCTAaBHOM
Y4acThIO €IMHOM CHCTEMBI KOHTPOJIS 1OCTyNA!

- Ha KOHTPOJIUPYEMYIO TEPPUTOPUIO;

- B OTJICNIbHBIC TIOMEIICHUS;
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- K KOMIIOHEHTaM HMH(OpMalMOHHON cpeibl YIpaBieHUs oOpa3oBaHMs U 3JIEMEHTaM CUCTEMbI
3alIUTHI IEPCOHATBHBIX JAHHBIX ((PU3HUECKUIl T0CTYT);

- K uH(OpMAIMOHHBIM pecypcaM (IIOKyMEHTaM, HocHuTelssM uHdopmaruu, dainam, Habopam
JaHHBIX, APXUBaM, CIIPaBKaM U T.1.);

- K aKTUBHBIM pecypcaM (IPUKIaJHBIM [TpOorpaMMam, 3ajadaM M T.I1.);

- K OTIEPallMOHHOM CHCTeMe, CUCTEMHBIM ITpOrpaMMaM U MporpaMMam 3allyThL.

5.9.5. Cpencra obecrniedeHus M1 KOHTPOJIS [IEIIOCTHOCTH

CpenctBa o0ecriedeHHs LEIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CpEICTBA PE3EPBHOTO
KOIMPOBAHHUS, MPOTPaMMbl AHTHUBUPYCHOM 3aIMTHI, MPOrPaMMbl BOCCTAHOBIJICHHUS IEJIOCTHOCTH
OTIepaIOHHOM cpeibl U 0a3 JaHHbBIX.

CpencTBa KOHTPOJIS HEIOCTHOCTH MH(OPMAIIMOHHBIX PECYPCOB CHUCTEMBI NMpeIHAa3HAUCHBI IS
CBOEBPEMEHHOT0 OOHApY>KEHUSI MOAU(PUKAIUU UITH UCKAKEHUsSI pecypcoB cucTteMbl. OHH MO3BOJIAIOT
o0ecreynTh NPAaBWIBHOCT (YHKIMOHUPOBAHUS CHUCTEMbI 3alIUTHl U IIEJIOCTHOCTh XPAaHUMOH U
oOpabaTeiBacMOi HHGOPMAIIHH.

KoHTpomb 11e10cTHOCTH MHPOPMALIUU U CPEACTB 3aIIUTHI, C IENbI0 00ecreueH!s] HEM3MEHHOCTH
MH(OPMALIMOHHON Cpebl, OMpeeiIeMOil MPeTyCMOTPEHHON TEXHOJIOTUEH 00pabOTKH, U 3alIUTHI OT
HECAHKIIMOHUPOBAHHOW MOJM(PHUKAIIMY TIEPCOHANBHBIX TaHHBIX JTOJKEH 00€CTIeYMBATHCS:

- CpeNCTBaMHU pa3rpaHWYeHHs] JOocCTymna (B TIOMEIIEeHUs, K JOKyMEHTaM, K HOCHUTENIIM
uHpOpMaINH, K cepBepam, JOTHYECKIM YCTPOUCTBAM U T.I1.),

- CpeICTBaMU AJIEKTPOHHOMN MOJIITUCH;

- CPEICTBaMU TOJICUETa KOHTPOJIBHBIX CYMM (JUIS HCIIOTIB3yEMOTO MPOTPAMMHOT0 00ECTICYeHUS).

5.9.6. CpencrtBa onepaTUBHOTO KOHTPOJIS M PETHCTPAIK COOBITHI Oe30MmacHOCTH

CpenctBa 00BbEKTUBHOTO KOHTPOJIS IOJDKHBI 00€CIIeunBaTh OOHAPYKEHHE U PETHUCTPALMIO BCEX
coObITuii (meWicTBUM momb3oBateneld, nonbiTok HCJ[ U T.m.), KOTOphle MOTYT MOBJeYb 3a c000it
HapyIleHne 0e301MacHOCTH U MPUBECTH K BOSHUKHOBEHHUIO KPU3UCHBIX CUTyalllid. AHAIN3 cOOpaHHOM
CPEICTBAaMHU PETUCTPALUKA HHQOPMAIMK TMO3BOJIAECT BBIBUTH (DaKThl COBEPIICHUS HApPYIIEHUH, UX
XapakTep, MOJCKa3aTh METOJ[ €r0 PAcCIICOBAHUS U CIIOCOOBI MOWCKA HAPYIIUTENS W MCIPABICHHUS
cutyaruu. CpencTBa KOHTPOJIS U PETUCTPALIMU TOJDKHBI IPEIOCTABIATH BOSMOKHOCTH:

- BEJICHUS M aHaJIN3a )KYPHAJIOB PErUCTpalii cOObITHI 0€3011aCHOCTU (CUCTEMHBIX KYpPHAJIOB);

- IOJIy4€HUs TBEPIOi KomuH (IIe4aTy) KypHaia perucTpaiuu cOObITHI 0e30MacHOCTH;

- YIIOPSAIOYCHHUS KYPHAJIOB, a TAK)KE YCTAaHOBIICHHS OTPAaHHMUYCHUN HAa CPOK UX XPAaHCHHUS;

- OIIEPaTUBHOTI'O OMOBEIICHUS aIMUHICTpaTOpa O€30MaCHOCTH O HAPYIICHUSIX.

[lpu peructpanmuu cOOBITHI 0€30MACHOCTH B JKypHalle JOJDKHA (PUKCHPOBATHCS CIIEAYIOIIAs
uHpOpMaLHs:

- laTa ¥ BpeMsi COOBITHS;

- UACHTUDHUKATOP CYOBEKTA, OCYLIECTBISIOLIETO PETUCTPUPYEMOE e CTBHE;

- neiicTBye (TUN 10CTYNA).

5.10. Konmpons 3¢pgpexmuenocmu cucmemut 3aujumot

KoHtpons 3¢ (eKTUBHOCTH 3amUTHl TMEPCOHATBHBIX JTAHHBIX OCYIIECTBISIETCS C  IEJBIO
CBOEBPEMEHHOTO BBISIBIIEHUS M MPEJOTBPALLCHUS YTEUKHM IEPCOHAIBHBIX JAHHBIX 3@ CYeT
HECAaHKIIMOHMPOBAHHOTO  JIOCTYNa, a TaKXke NPEAYNpPeXIEeHUS BO3MOKHBIX  CIIEIUAIBHBIX
BO3/ICUCTBUIl, HANpaBICHHBIX HAa YHUUYTOXXEHHME IEPCOHANBHBIX JaHHBIX, pa3pylleHUEe CPEJCTB
nHpopmaTnzanuu. KOHTpOIb MOXET MPOBOIAUTHCS MPUBIICKAEMBIMHU JUTSI ATOH eI OpraHU3alusIMH,
MMEIOIIMMHU JIMIEH3HIO Ha 3TOT BUJ I€ATEbHOCTH.

Omnenka 3pPEeKTHBHOCTH Mep 3aIIUTHI TIEPCOHATBHBIX JAHHBIX MPOBOIUTCS C WCIIOIH30BAHUEM
TEXHUYECKMX W MPOrPAaMMHBIX CPEJICTB KOHTPOJS Ha MpPEeIMET COOTBETCTBUS YCTAHOBIICHHBIM
TpeOOBaHUSM.

HavyaabHuk B.E.[Jaxun
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